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ABSTRACT

All multiple-input multiple-output (MIMO) systems need a method to estimate and equalise their channel, whether through
channel reciprocity or sounding, and most modern orthogonal frequency division multiplexing (OFDM)-based MIMO
waveforms use sounding via OFDM pilot tones. Previous research has focused on jamming data transmissions. We instead
focus on jamming channel sounding symbols and introduce the MIMO singularity attack, which attempts to reduce the
rank of the channel gain matrix estimate by the receiver through transmission of specific jamming signals. More specif-
ically, we introduce and analyse the MIMO singularity attack, in which a multi-antenna jammer tries to manipulate pilot
tones to skew the channel state information obtained at the receiver. We prove singularity jamming can be more destructive
than data jamming attacks such as barrage or pilot jamming by studying its effects on channel bit error rate and capacity.
We develop the constraints associated with jamming MIMO sounding channels and further describe how these attacks
specifically impact data symbol estimates for OFDM pilot-based sounding systems. Through simulation, we demonstrate

efficiency gains over barrage jamming. Copyright © 2013 John Wiley & Sons, Ltd.

*Correspondence

S. Sodagari, Electrical and Computer Engineering Department, Virginia Tech, Arlington 22203, USA.

E-mail: shabnams@vt.edu

Received 5 October 2012; Revised 27 February 2013; Accepted 2 April 2013

1. INTRODUCTION

Because of the nature of wireless channels, which involves
multipath fading, multiple-input multiple-output (MIMO)
technology is a strong tool towards enhancing the perfor-
mance and reliability of wireless communications, in terms
of throughput and spectral efficiency, by taking advan-
tage of diversity. In long term evolution, MIMO concept is
being used in both downlink and uplink. However, like any
communication system, MIMO channels have their own
vulnerabilities in the presence of jamming.

In the majority of previous studies linked to jamming
attacks against MIMO-enabled communications systems
[1-9], there is a lack of investigation of efficient attacks
against the portions of the signals that enable MIMO chan-
nel estimation and equalisation. Most of the work so far
on MIMO attacks has focused on data or barrage jam-
ming. Rather, less attention is being paid to exploiting pilot
signals or the channel sounding process to jam MIMO
communications. It is to be noted that, as mentioned in
[10], targeting the channel sounding or accuracy of chan-
nel state information (CSI) estimation requires less power
while being more efficient than barrage jamming at the
same time.

Clancy et al. [11] discussed possibility of jamming the
channel estimation procedure as an efficient type of attack.

482

Following [11], jamming of channel estimation and equal-
isation was studied for single-input single-output commu-
nications [12] and MIMO channels [13]. Synchronisation
issues related to MIMO channel sounding attack were dis-
cussed in [14]. Miller et al. [15] showed this type of
attack can be applied to Alamouti space time codes, which
are used as a basis of many protocol standards, such as
802.11n [15]. Also, different types of attacks on the chan-
nel sounding process in MIMO channels in low and high
signal-to-noise ratio (SNR) regimes and their effects on
constellation manipulation have been addressed in [10].
As a result, authenticating the channel estimation proce-
dure is an effective countermeasure against this type of
attack [16]. Our scheme [13, 14] is similar to channel rank
attack briefly mentioned in [10]. However, we approach
the attack on CSI estimation and perception of the chan-
nel response matrix from a different angle and present a
more in-depth analysis and formulations on how this can
be accomplished and the effects it will have on the MIMO
channel capacity and eigenmodes.

The distinction of our work lies mainly in introduc-
ing the MIMO singularity attack, which seeks to intro-
duce artificial singularities in the perception of the channel
gain matrix in a MIMO communication link and studies
its effect on MIMO capacity and perceived singular val-
ues along with bit error rate (BER). When the channel

Copyright © 2013 John Wiley & Sons, Ltd.
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is estimated by the receiver’s equaliser, this manipulated
state will induce a significant number of bit errors in the
underlying signals upon demodulation. This work builds
upon previous work targeting orthogonal frequency divi-
sion multiplexing (OFDM) pilot tones [12] and is fun-
damentally different from previous research on spatial
jamming because rather than focusing on the MIMO chan-
nel itself, we target attacks against the receiver’s perception
of the channel. This allows us to achieve significant effi-
ciency gains over directly jamming data transmissions with
lower jamming power. We also benchmark the capacity
degradation effects that each type of jamming technique
can have on MIMO channels.

The remainder of this paper is organised as follows.
Section 2 details jamming attacks specifically targeting
CSI measurement. Section 3 details the specific MIMO
singularity attack as applied to OFDM-enabled MIMO
communications systems. Section 4 discusses the effects
of singularity attack on the capacity of MIMO chan-
nels. Section 5 contains numerical results from simula-
tions of various attacks. Section 6 concludes. Table I
includes the notation for most frequently used variables in
this paper.

2. ANALYSIS OF JAMMING
IN MULTIPLE-INPUT
MULTIPLE-OUTPUT CHANNELS

Consider a MIMO communication system as in Figure 1.
We seek to efficiently jam it. We measure our efficiency rel-
ative to barrage jamming, where the attacker barrage jams
all symbols by transmitting additive white Gaussian noise
(AWGN) to degrade received SNR. When the adversary
has no knowledge of target signal, this type of attack is
proven to be the best strategy [17]. In Section 5, we use this
type of attack as a benchmark in evaluating the destructive
effects of pilot jamming and pilot singularity attacks on
MIMO channels.

fOR OUR Analysis, we assume a narrowband MIMO
channel model with flat fading, which is a reasonable
assumption for OFDM-based waveforms where individual
subcarriers have channel bandwidth significantly less than
the coherence bandwidth of the fading channel. Although

Table I. Notation.

MIMO channel between transmitter and receiver
Matrix of attack signals
Matrix of sounding symbols
Received sounding signals
MIMO channel between jammer and receiver
Receiver's estimation of H

, Jammer's estimation of H

Jammer's estimation of G

Receiver's perception of H under attack

<

IO ®» VT

MIMO, multiple-input multiple-output.
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the model developed in this section is not OFDM-specific,
we will employ an OFDM waveform in Section 3 for
developing a more specific version of our attack.

In this model, the transmitter transmits x, a length-M
vector of transmit symbols. They pass through channel
H, an N x M matrix of pairwise channel gains, and are
affected by AWGN n, a length- N vector. The received sig-
nal y is a length-N vector. Mathematically, this can be
expressed as

y=Hx+n (D)

where n is an additive white circularly symmetric complex
Gaussian noise vector with N elements and in a Rayleigh
fading environment, real and imaginary parts of elements
of matrix H are independent normal Gaussian distributed.
If without loss of generality, we assume the additive white
circularly symmetric complex Gaussian noise vector is nor-
malised; its covariance matrix is the identity matrix. Also,
in this case, the average power constraint P across all
transmitter antennas, which should satisfy E{xx*} < P,
will be equal to the SNR.

We denote the estimated values of x and H by X and
H, respectively.

To equalise the underlying signal, the channel gain
matrix is estimated through a process called channel
sounding. In channel sounding, known data is transmitted
over a series of symbols in a spatially orthogonal way such
that the receiver can estimate the channel response. For
example, in OFDM-based systems employing MIMO, the
OFDM pilot tones are typically used for this purpose; for
example, certain pilot tones are used by certain antennas at
certain times to estimate the channel state.

Here, we introduce the singularity attack, where the
jammer tries to manipulate the channel matrix estimation
at the receiver by turning it into a singular matrix. This
way, the noise term asymptotically approaches infinity, and
transmitted signal will be buried in noise at the receiver.

We consider a jammer having approximate estimates
of hjj or the elements of channel matrix H and adjust
its transmitted signal J through channel G (which is
the MIMO channel between jammer and receiver anten-
nas), such that the overall channel matrix appearing
to receiver antennas becomes singular with no inverse.
Hence, the receiver will not be able to estimate what x was
transmitted.

As an efficient jammer, we seek to influence the esti-
mate of H and accordingly its singular values. This way
the transmitter assigns wrong waterfilled power levels to
channel eigenmodes, because of its miss-estimation of
eigenvalues, resulting in degraded capacity.

More concretely, let P be an M x M matrix of sounding
symbols. Each column represents values transmitted on a
particular antenna, and each row represents values trans-
mitted at a particular orthogonal spectral-temporal chan-
nel. For single-carrier modulations, these could be different
symbols, and for multi-carrier modulations, they could be
different subcarriers.
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Figure 1. Block diagram of a MIMO communication system.

Next, let J be a K x M matrix of attack symbols using
K transmit antennas over the same M orthogonal spectral—
temporal channels as used by the transmitter. Let G be the
N x K matrix of channel gains between the K-antenna
jammer and the N -antenna receiver.

The received sounding signals S is an N x M matrix and
is equal to

S=HP+GJ+N 2)

where N is AWGN. The receiver estimates the channel gain
matrix by computing

H=sp!
= (HP + GJ + N)P~! 3)
=H+GJP! + NP !

Ignoring the noise term, our goal is to select J that min-
imises rank(H + GJP~!). Because the rank of H cannot
exceed its dimensionality, if K = min(M, N), we have
enough degrees of freedom to arbitrarily change H, subject
to the constraints of the AWGN term.

In the overdetermined case where K = min(M, N),
then we can transmit

J=-G 'HP )

where G~ ! is the Moore—Penrose pseudoinverse of matrix
G. In the underdetermined case, our ability to affect the
rank of H will be limited. In general, we can reduce the
rank of H to max(0, min(M, N) — K) assuming G and H
are full rank.

There are several means for the jammer to estimate the
G channel. For example, as shown in Figure 2, in full
duplex mode, through the knowledge of deployed wireless
protocol such as WiMAX, the jammer can synchronise to
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Figure 2. Jammer's estimation of H and G channels.

OFDM pilot tones. The jammer receives GP for pilot tones
sent, and through the knowledge of P from the protocol
standard, it can estimate channel G. Also, the backward
and forward reciprocity of G in time division duplex case
can be used by the jammer to estimate G according to
what is being received over this channel. This attack takes
advantage of knowledge of standards for typical MIMO
communication systems, such as WiMAX [18]. For the
nonideal case of imperfect knowledge of the jammer, we
derive performance bounds of destructive effects of this
attack on MIMO communication.

Synchronisation of the adversary to pilot tones, which
is important for this jamming method to be successful, is
attainable with current software defined radio technolo-
gies, especially for synchronous protocols [10], such as
802.11n. We have comprehensively addressed the effects
of time and frequency synchronisation misalignments on
the performance of the pilot singularity attack in [14].
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3. SINGULARITY ATTACK TO
ORTHOGONAL FREQUENCY
DIVISION MULTIPLEXING BASED
MULTIPLE-INPUT
MULTIPLE-OUTPUT

In this section, we focus on waveforms employing OFDM
and MIMO technologies, such as Mobile WiMAX (IEEE
802.16e), WiMAX2 (IEEE 802.16m) and E-UTRAN, the
air interface specified for 3GPP long term evolution. In
these systems, during each OFDM symbol, a fraction of
the subcarriers are used as pilot tones. Pilot tones are used
to calculate the frequency response of the channel across
all subcarriers, and in MIMO-enabled versions of OFDM,
each pilot tone is only used by a single transmit antenna.
For example, in a system with two transmit antennas, even
pilot tones might carry pilot data for antenna 1, whereas
odd pilot tones might carry pilot data for antenna 2.

Figure 3 shows matrix B mode of Mobile WiMAX,
which uses 2 x 2 MIMO with no space—time coding. The
transmitter antennas 1 and 2 send pilot signals P; and
P», respectively, at different times and frequencies; that is,
for a specific pilot frequency, signals (P1,0) and (0, P2)
are sent from antennas in two different subcarriers and/or
symbols. As such, the coefficients of 2 x 2 matrix H are
calculated at the receiver for a specific frequency. As this
channel sounding procedure is repeated, we obtain differ-
ent 2 x 2 channel coefficient matrices, each for a different
pilot frequency.

hip iy 5
hap hgy
To obtain the values of the channel matrix at a frequency
other than pilot tones Py, we interpolate between values

Py,
ofhl.j .

h§=ﬁafj;;@?%mﬁrfﬂw?”%ffm@

(0)
The previous interpolation introduces some error. Inter-
polation methods such as spline and polynomial can also
be used rather than linear. However, they do not result
in significant error reduction, as compared with linear
interpolation [12].

In the 2 x 2 WiMAX MIMO case, we consider a singu-
larity or singularity attack by a jammer sending its signal
through channel G and having approximate estimates of
channel gain matrices H and G (as shown in Figure 4).

For equalisation, and in case the distributions of chan-
nel noise and MIMO channel are not known, the channel
matrix can be estimated by least square estimator (LSE)
[19] as

Hi sk = YP*(PP*)™! @)

where (-)* denotes the conjugate transpose.
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Figure 4. Multi-antenna pilot jamming attack on MIMO sys-
tems. H, K and G denote the channels between transmitter/
receiver, transmitter/jammer and receiver/jammer, respectively.
H is receiver's estimated CSI of H fed back to the transmitter.

4. EFFECT OF PILOT JAMMING
ON MULTIPLE-INPUT
MULTIPLE-OUTPUT CAPACITY

The mutual information of H and H varies as 0 <
! (H; ﬁ) < H(H), where H (H) is the entropy of chan-
nel matrix H. The jammer’s estimates of H and G are
denoted by H; and G, respectively. The jammer aims
at increasing / (ﬁJ; H) and decreasing / (ﬁ; H) as much

as possible. In fact, / (ﬁ, H) = 0 is the ideal goal for
the jammer, as in Figure 5, because this implies H and its
estimate at the receiver H does not resemble each other,
whereas the receiver desires the channel estimate H to be
as close as possible to H.
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H(H)

(b)

Figure 5. (a) Mutual information between MIMO channel matrix
and its estimate with no jamming. (b) Jammer's ideal goal in
manipulating MIMO CSI at the receiver.

Figure 4 shows a MIMO singularity attack scenario in
which the multi-antenna jammer tries to estimate the full-
duplex channel response from transmitter to the receiver,
H, by listening to the feedback channel that contains the
receiver’s estimate of H denoted by H. The jammer also
tries to listen to the transmitter through channel K jammer.
The singularity attack is then performed on the receiver
through channel G. Estimation of number of transmitter
and receiver antennas by an unauthorised or cognitive ter-
minal can be performed using the information theoretic
criteria of minimum descriptor length and Akaike informa-
tion criterion (AIC). For a detailed explanation, interested
reader is referred to [20].

By pilot manipulation attack, the jammer changes the
knowledge about true singular values o;, to the extent that
its estimations of H and G channels are accurate. Accord-
ingly, water-filling weights are manipulated resulting in
capacity decrease proportional to «, which is the relative
jammer channel estimation accuracy.

In Rayleigh fading, if the distance between the jam-
mer J and the receiver is greater than the coherence dis-
tance of the fading environment, K and H are statistically
independent.

4.1. Pilot jamming effect on capacity
of single user multiple-input
multiple-output channels

The constant MIMO channel capacity of single user
MIMO channels with singular values of channel matrix
H denoted by o0;, and rank of H denoted by Rz can be
written as

Ry
C =) (log(noi)* @®)

i=1
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where the function (x)T = max{x,0} and the waterfill
level p is chosen such that ZIR=HI P; = P. Here, P; is
the power allocated to each parallel non-interfering chan-
nels acquired by the singular value decomposition of chan-
nel H, and P is the average power constraint across all
transmitter antennas, as mentioned in Section 2.

Under jamming attack Equation (8) can be written as

Ry

. +
=3 (e u)
i=1

Ry

< Ry logp + Zlogc}iz
i=1

Ry
= Ry log pu+log 1_[51'2:RI:I log p+log (det(I:II:I*))

i=1

= Ry log ju + log (det (H) det (H*))

= Ry log i+ log (det (H) (det (H))*)
— Ry log ju + log (‘det (H)‘z)

= Ry logju +2log (‘det (H)D

where ‘det (I:I)‘ denotes the magnitude of determinant of

matrix H.

Equation (9) implies that we need to have knowledge
of the rank and the determinant of matrix H to calculate
the MIMO capacity under jamming attack. The following
propositions and corollary give insight into how the deter-
minant and rank of MIMO channel matrix are affected by
a singularity attack.

Proposition 1. (Upper bound on rank I:I) Ry <Rp

Proof . Subadditivity property of rank yields Rz < Ry —
rank (Gé;lﬁ]). On the other side, Gé;lfl] # 0, and
therefore, rank (Gf};II:I _]) > 0. O

Corollary 1. Hisa singular matrix.

Proof. We showed Ry < Rp, and because H and H

are of the same size, H cannot be full rank and is hence
noninvertible. O

The previous property provides the MIMO singularity
attacker with the capability of hindering channel equalisa-
tion at the receiver, even if the jammer cannot accurately
estimate the H and G channels.

Proposition 2. If both H and G are uncorrelated MIMO
channels or continuous fading distribution channels, for

Trans. Emerging Tel. Tech. 26:482-490 (2015) © 2013 John Wiley & Sons, Ltd.
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the special case of equal number of transmitter, receiver
and jammer antennas, we will have

det (H) = det (H- 663 'A; ) =
(0 (6~ i1, 1716)) (de (651 @y

Proof. If H and G are each uncorrelated MIMO channels
or channels with continuous fading distributions, then they
are full rank [20], and equality of the number of anten-
nas implies they are square matrices. Therefore, H, G and
accordingly G™! are invertible, and the matrix determinant
lemma [21] yields equation (10). O

Inserting Equation (10) into Equation (9), the perceived
(illusional) capacity due to singularity attack at the trans-
mitter is given by

C = Rﬁ log 4+
21og (|det (G — A/ HT'G) | [det (67") | derchn))
= Ry log  + 2log (|det (6, ~ 11,1716

+21og [det (67) ) +2log(| det(H))
an

The previous property misleads the transmitter in select-
ing the waterfill levels for channel eigenmodes, which
eventually affects the received signal in a destructive man-
ner. This is in accordance with the system implementation
of water-filling attack in [10] where in case of perfect
CSI, jammer should use a matched water-filling strategy,
whereas with partial CSI, the jammer should beamform
in the direction of the transmit eigenvectors and perform
proportional power allocation.

We note that singular values of H and H are the square
roots of the nonzero eigenvalues of HH* and HH*, respec-
tively if M > N. Otherwise, we consider H*H and H*H.
Therefore, next we proceed with analysing the effects of
pilot singularity attack on eigenvalues of HH* as compared
with the original channel eigenvalues or HH*.

i = (H- GG Ay ) (H-GG5'A,)”
= (H- 66, ) (-A567" 6 + 1)
= HH* + GG A, A5G 6* 12
- (667 "R, B + HA3 G G*)
—HH* + A

Because HH* and A are each Hermitian, according to
Weyl’s theorem [22], if we let eigenvalues A; (HH*) and
Ai (A) and A; (HH* + A) be arranged in increasing order,
then foreachk =1,2,...,n

Ap (HH®) + 21 (A)
<A (HH* + A) (13)
< A (HHY) + 1, (A)
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Also,

Ak (HH* + A) < min{A; (HH*) + 1 (A)

14
i+ j=k+n} 1

Proposition 3. The MIMO pilot singularity attack affects
the singular values of the channel response according to
the following equation

Oi+j—1 (I:I) <o0;(H) —oj (GG;II:IJ) (15)
1 <i,j <min{N, M}
i+j<min{N,M}+1

Proof. The proof stems from Weyl’s theorem and using
the eigenvalues of

For a rigorous proof, Cf. [23,24]. a

Equations (12)—(15) hold for arbitrary numbers of trans-
mit, receive and jammer antennas.

The attacker’s ideal goal is to have 100% accuracy in
its estimations. Nevertheless, because of noise and the
attacker’s distance from transmitter and receiver, inaccu-
racies are inevitable in H 7- In other words,

H; =aH+ B (16)
where B is the noise vector  ~ CN(0,02) and « is the

relative error. When P = Ip, its inverse P~! = I/p, and
the jammer estimates the channel response by

H=[(«H+ )P+ N]P~! a7
=aH+B+N/p
=aH+ (B+N/p)

2
(B+N/p)~CN (0, o2 (”pjl)) (18)

In the fully informed case, o = I or identity matrix.
J=-G 'H+p)P 19)
The received signal then becomes

S=HP+GJ+N (20)
=HP-GG '(H+ B)P+N

We note that in the fully informed case, the received signal
becomes S = N, that is, merely noise, which neutralises
the effect of pilot tones at the receiver.

In Section 5, we verify the validity of previous proposi-
tions, through simulations.
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Figure 6. Comparison of perceived MIMO capacity versus SNR with and without different jamming strategies for a 2 x 2 WiMAX
(with 20% error in jammer’s estimation of CSI).
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Figure 7. Comparison of perceived MIMO capacity in a 4 x4 WiMAX versus SNR with and without different jamming strategies (20%
error in jammer’s CSI| estimation).
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antennas for the target signal operating at 20 dB SNR with 20% error in knowledge of CSI.
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Figure 9. Effect of singularity jamming (with 20% error in CSI estimation) on manipulation of MIMO channel eigenvalues.

5. SIMULATION RESULTS

Our simulations were developed on the basis of the 2 x
2 WiMAX OFDM channel model of Figure 3 (and its
4 x 4 extension) with CSI feedback to the transmitter.
Simulations were carried out for 1000 Monte Carlo itera-
tions. The data is quadrature phase shift keyed, and data
and pilot tones are passed through inverse fast Fourier
transform (FFT) and then sent over an eight-tap random
channel with AWGN. The FFT in OFDM modulation is
256-point with a cyclic prefix length of 1/8, and every
fourth subcarrier is a pilot (half of the pilots are dedicated
to antenna 1, and the other half to antenna 2). Attack sig-
nal from a two-antenna jammer is added to the received
signal after being passed through a channel with differ-
ent filter tap coefficients. Received signal is then passed
through FFT.

Figure 6 shows the MIMO capacity for a 2 x 2 WiMAX
system as perceived by the transmitter, through estimated
channel response fed back from the receiver using water-
filling. The capacity shown in Figure 6 is averaged over
all pilot tones. The jammer also has two antennas, and the
jammer to signal ratio is assumed to be 10dB. Figure 7
contains same information but for a 4 x 4 WiMAX system
and 4-antenna jammer. Pilot nulling refers to the type of
attack that inverts the pilot tones by using a jamming sig-
nal that is the r-radian offset of the transmitted pilot tone
value [12]. Barrage jamming is the simplest type of attack,
in which noise signals are sent to degrade received SNR.

Figure 8 compares the BER performance in the presence
of singularity attack, pilot jamming and barrage jamming.
Results in this figure were acquired for a 2 x 2 WiMAX at
10dB SNR.

There are consistencies among the BER and capac-
ity perception graphs in that the order of attack type in
term of BER degradation is the same in misleading capac-
ity perception of the transmitter. For example, singular-
ity jamming results in the highest perceived capacity in
Figure 6 and simultaneously in the worst BER performance

Trans. Emerging Tel. Tech. 26:482-490 (2015) © 2013 John Wiley & Sons, Ltd.

DOI: 10.1002/ett

in Figure 8. Figure 9 shows how pilot singularity shifts
the perceived eigenvalues of MIMO channel with regard
to actual eigenvalues that accordingly affects the water-
filling in the transmitter. As evident in this figure, the
singularity attack deceptively shows the channel eigenval-
ues to be higher, such that the transmitter increases its
rate misled by the assumption that the capacity is higher.
This results in receiver saturation and worsens the BER
performance.

6. CONCLUSION

We introduced a new type of attack on MIMO channels,
which we called the singularity attack. In this attack, the
adversary tries to manipulate the perception of CSI at the
receiver and accordingly at the transmitter (when the feed-
back channel exists from receiver to transmitter). The jam-
mer performs this by sending signals synchronous with
pilot tones and adjusting them in a way that they cancel
out the received pilot tones. As such, the receiver is mis-
led in estimating the MIMO channel response resulting in
higher BER. When this misestimated CSI is fed back to
the transmitter, the MIMO channel capacity perception of
the transmitter is also skewed, which results in water-filling
with falsified eigenvalue information. This in turn, worsens
the overall throughput. We showed singularity attack can
be more effective than barrage jamming, pilot jamming and
pilot singularity attacks in terms of BER degradation and
deceptive channel capacity perception.

As was shown in our analysis, the more accurate the
jammer’s estimation of the responses of the two MIMO
channels, that is, transmitter/receiver and jammer/receiver,
the worse the effects of the attack. Therefore, to mitigate
the singularity attack, the transmitter-receiver pair should
make it difficult for a third party to have access to their CSI.
In other words, the communications between the transmit-
ter and the receiver should appear to have an unlearnable
structure from outside.
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